Approval System for Keycloak

Keycloak is a highly configurable open-source single sign-on server. In complex deployment environ-
ments, Keycloak can be managed by a team of administrators with hierarchical organizational structure
and different access levels. Each of them then can be responsible for different parts of the server’s
configuration. E.g. one can be responsible for creating new users (like employees), other for managing
user roles and groups and assigning access rights to them and the third could be a master supervising
admin which can do all of it. Some of the changes to the server’s configuration could be even done by
the end-users., e.g. a user can self-register to the system and create an account on their own.

e Study Keycloak and its codebase.
e Research the possibilities for Keycloak Approval System.

o This system would be able to intercept selected server’s configuration-changing
events, such as creating/registering a new user, user self-requests adding to a group
and other settings changes in general.

o Such events/changes won't be propagated at once but instead an approval request
would be created.

o Changes go into effect after the approval request is approved.

o This behavior should be configurable — what action performed by who should require
an approval and who will approve it?

e Design and implement a highly extensible SPI to Keycloak for such Approval System as well as
example implementation of this SPI (e.g. approvals for user creation/registration).

In mentioned complex systems, Keycloak could be deployed alongside JBoss BPM Suite which is a pow-
erful platform for business process management.

In the second part of the thesis:

e Study JBoss BPM Suite (BPMS).
e Research the possibilities for integrating the Keycloak Approval System to BPMS processes.
o It would make sense to handle (to some extent) an approval request from within a
business process, so the final approve/reject decision could be made based on a (com-
plex) process logic. This would make the Approval System much more agile.



Cilem préce je vytvoreni systému pro schvalovani zmén v konfiguraci serveru Keycloak. Keycloak je
open source projekt vyvijeny spolec¢nosti Red Hat, ktery zprostifedkovava single sign-on autentizaci a
autorizaci uZivatelQ.

Server Keycloak pfi nasazeni v komplexnich prostfedich umozZiiuje spolupraci vice administratord uspo-
fadanych do hierarchie, coZ je umoznéno diky detailnimu nastaveni roli a pfistupovych prav pro
kazdého z nich. Tito administratofi typicky potom mohou mit na starosti rtizné oblasti konfigurace ser-
veru Keycloak. Jeden z nich tak napf. mlzZe mit na starosti vytvareni novych uZivatell (béziné napfr.
zaméstnancl), dalsi spravu uzivatelskych roli a jejich opravnéni a dalsi potom figurovat jako jejich ,nad-
fizeny” a mit tak pristup ke vSéem zminénym polozkam.

Kromé danych spravcd mohou do jisté miry konfiguraci serveru Keycloak ménit a ovlivnit i samotni
uzZivatelé. UZivatel se napt. mlZe sam registrovat nebo si zménit email apod.

Dosavadni implementace serveru Keycloak umoziiuje pouze autorizaci pristupu pro provadéni tako-
vychto zmén v konfiguraci, tzn. pouze Gplnému povoleni &i zakdzani jejich provedeni. Ukolem studenta
bude navrh a implementace systému, ktery by umozioval schvalovani konfiguracnich zmén v serveru
Keycloak. Tento systém by mél fungovat nasledujicim zpisobem:

e Server Keycloak pfi provadéni (vybranych) zmén v konfiguraci — jako tfeba registrace nebo vy-
tvoreni uZivatele — tuto operaci prerusi a vytvofi pozadavek na jeji schvéleni.

e Tatooperace neprejde v platnost (napf. uzivatel nebude vytvoren), dokud nebude odpovidajici
pozadavek na schvaleni potvrzen opravnénym spravcem.

Tento systém by mél byt vysoce konfigurovatelny (kdo a pro jakou operaci potrebuje schvéleni a kdo
mUze toto schvaleni provést) s dlirazem na rozsifitelnost a univerzalnost — jinymi slovy, aby jej bylo
mozné pouzit v jakémkoliv misté serveru Keycloak. Prace by pak méla obsahovat i ukdzkové nasazeni
tohoto systému — méla by se tedy spiSe zaméfrit na systém schvalovani jako takovy, nez na jeho kon-
krétni nasazeni napfi¢ vSemi ¢astmi serveru Keycloak.

Student zaroven prozkouma moznosti integrace jeho feseni s produktem JBoss BPM Suite (BPMS), coz
je platforma pro zpravu podnikovych procesll vyvijend spole¢nosti Red Hat. Jakmile server Keycloak
vytvofi pozadavek na schvaleni néjaké operace, mélo by byt mozné na tento poZadavek reagovat
(schvdlit, popt. zamitnout) z néjakého procesu v platformé BPMS, coZ by umoznilo vysokou pruznost
tohoto schvalovaciho systému.



