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The Next Generation of Cloud Computing

e Most innovations in the cloud are motivated by efficiency and scale

e Automation reduces the need for expensive expert-dependent
monitoring and management

e Artificially-intelligent cloud operations are the next logical step
o Circumvents the slowest and most expensive element: the human operator
o Recognizes known problems, makes resource management decisions to improve

performance and efficiency, and many others
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Why Al? Why now?
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Our Vision

e Cloud computing has already grown beyond what manual operations
methods can manage

e We’re working on ways to automatically optimize efficiency and detect
potential problems in cloud applications and infrastructure

e Our work will lead to a higher performance, more reliable, and secure

future for cloud computing

See how we’re realizing this vision at: https.://research.redhat.com/blog/research_project/ai-for-cloud-ops/
and sign up on: https://qithub.com/operate-first/ai-for-cloud-ops/



https://research.redhat.com/blog/research_project/ai-for-cloud-ops/
https://github.com/operate-first/ai-for-cloud-ops/
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An easily-extensible, alive framework for the community

Jupyter Lab @
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" Jupyter database_access Last Checkoint: a day ago (autosaved) @A | Logout

COde anaIySIS Fle  Edit View Inset Cell Kemel Widgets  Help rusted & | Python 3.7.6 64-bit (base': conda) O
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discovery

before Database Analysis Notebook
deployment

In t )
from django.db import connection

def find_user(username):
with connection.cursor() as cur:
cur.execute(f"""select username from USERS where name = '§s'""" % username)
output = cur.fetchone()
return output

In (6): def sum of_ lists(N):
total = 0
for i in range(5):
L=[j " (j > i) for j in range(N))
total += sum(L)
return total
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: Jupyter database_access Last Checkpoint: an hour ago (unsaved changes) a Logout
COde anaIySIS File Edit View Insert Cell Kemel Widgets Help Trusted |Py!hon3(|pykemel) o
and SW B+ % @A B 4 ¥ PRun B C W | Markdown v =
di scovery Database Analysis Notebook
before In [ ]: from django.db import connection

def find user(username):
deployment with connection.cursor() as cur:
cur.execute(f"""select username from USERS where name = '%s'""" % username)

output = cur.fetchone()
return output

[ M7065: Outdated module version in use; click here to upgrade via pip

[ W1041: Potential SQL injection vulnerability detected )

In [ ]: def sum of lists(N):
total = @
for i in range(5):
L=[j " (j > 1) for j in range(N)]
total += sum(L)
return total

[ P8002: Performance bottleneck detected; showing profiling analysis below ]

Performance Bottleneck Analysis (Line 4)

Diagnosis: Bulk of execution time spent resolving list comprehension inside sum_of lists
14 function calls in 0.714 sec; peak memory: 100.08 MiB; increment: 61.36 MiB

Details:

Ordered by: internal time
ncalls tottime percall cumtime percall filename:lineno(function)
5 0.599 0.120 0.599 0.120 <ipython-input-19>:4(<listcomp>)
0.064 0.013 0.064 0.013 {built-in method sum}
0.036 0.036 0.699 0.699 <ipython-input-19>:1(sum of lists)
0.014 0.014 0.714 0.714 <string>:1(<module>)
0.000 0.000 0.714 0.714 {built-in method exec}

e,
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In [ ]: def sum of lists(N):
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for i in range(5):
L=[j " (j > 1) for j in range(N)]
total += sum(L)
return total

[ P8002: Performance bottleneck detected; showing profiling analysis below
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Performance Bottleneck Analysis (Line 4)

Diagnosis: Bulk of execution time spent resolving list comprehension inside sum_of lists
14 function calls in 0.714 sec; peak memory: 100.08 MiB; increment: 61.36 MiB

Details:

Ordered by: internal time
ncalls tottime percall cumtime percall filename:lineno(function)
5 0.599 0.120 0.599 0.120 <ipython-input-19>:4(<listcomp>)
0.064 0.013 0.064 0.013 {built-in method sum}
0.036 0.036 0.699 0.699 <ipython-input-19>:1(sum of lists)
0.014 0.014 0.714 0.714 <string>:1(<module>)
0.000 0.000 0.714 0.714 {built-in method exec}
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Cross layer telemetry
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Cross-layer O/' Telemetry & Sketches @
data fusion A < >v’
and analytics

at ru ntlm e Textual Event Logs

2. 199173% clocksource: Switched to clocksour

2.215021] [Firmware Warn]: GHES: Poll interv
2.219057] GHES: APEI firmware first mode is
2.221826] Serial: 8250/16550 driver, 32 port
2.245044] 00:06: ttySO at I/0 0x3f8 (irq =
2.275961] Llnux agpgart 1nterface v0.103

2.414432] loop: module loade

2.416141 hbphy Fixed MDIO Bus: probed
2.417842] tun: Universal TUN/TAP device driv
2.420057] PPP generic driver version 2.4.2
2.458417] ehci-pci 0000:00:12.2: USB 2.0 sta

Runtime Analytics @

Anomalous Runtime Behavior Detected in Instance
vd-002.openshiftapps.com

Example Trace Details

Request Method Hits Err. Rate .NET Runtime Database Runtime Apache Runtime

test.HttpClientAsync GET 370 0.0% 0.015s - 0.343s
test WebClientAsync GET 354 10.8% 0.013s - 0.325s
test.DbTestAsync  POST 368 1.0% 0.029s 0.165s -
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Automated Cloud Software Discovery

e Cloud apps become more complex over time

o  Eventually, manual software audits become impractical
e Praxiis a fully-automated, machine-learning-based
method of discovering unwanted cloud software
o  Achieves >96% accuracy 14x faster than prev. method ks
>
£
e ACE discovers unwanted functions/libraries in E
©)

opaque binary cloud software before execution

o Detects known-vulnerable functions with 99% accuracy
o 5.2x faster than prev. method and no model training req’d

Praxi: [Byrne et al.. TCC’20] and GitHub
ACE: [Byrne et al.. WoSC’20] and GitHub

Serverless User
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B
Container Img. Build Developers
F‘ Server
g.
U

ACE

Serverless Execution
Environment

ACE applied to serverless software component discovery


https://www.bu.edu/peaclab/files/2020/03/PraxiJournal.pdf
https://github.com/peaclab/praxi
https://www.bu.edu/peaclab/files/2020/12/ACE-WoSC2020.pdf
https://github.com/peaclab/ace
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VAIF: Variance-driven Automated Instrumentation Framework

e Alogging framework that automatically enables

the logs needed to diagnose performance

»-» Request workflows e
problems o
0 Work I
e Insight. requests with similar critical paths will Gm gm gm :]
have similar response times Ak A — g
o If not, this behavior may represent performance ‘ ] ( 1 g
problems FETIRCTRISITE @
)
App server Client Server Distributed
Table store filesystem

e Enabler: distributed tracing
o Provides discriminate context needed for effective
diagnosis

Illustration of distributed tracing

[Toslali et al., SOCC’21] In collaboration with Raja Sambasivan @ Tufts



https://www.bu.edu/peaclab/files/2022/01/VAIF-socc21.pdf
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VAIF adjusts tracing in response to performance problems

e Automatically enriches traces with

additional tracepoints to localize Control Logic
problems o ocapaney A B
® |congestion| |
e Only enables 3-37% of all possible )
tracepoints to localize problems in cm. """"" R b
HDFS, Openstack, and Extractor s% o
DeathStarBench applications ef o S ————

Trace

o  Problems include slow code paths, Collector o 'Ej“ge"‘
. . PO ... [
resource contention, and problematic el
racepoints

third-party code

D Enabled Tracepoint @ Trace buffer f VAIF Loop

O Disabled Tracepoint App node / Request
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Why Run-Time Network Analytics?

Al-based Control:
Performance Evaluation
Failure Diagnosis
Security Analysis

 ou

Telemetry &
Analytics

Closed-loop control
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Performing Cross-Layer Network Analytics

S G ovs |

AppS OPENSHIFT Open VSWItCh 6 8 10 12 14 16 18 20 22 6 2 4 6 8 10

e High latency?
e Low throughput?
e Under attack?
e Network failures?

e Idea: Cross-layer, fine-grained online analytics engine via
sketches to obtain real-time visibility from the network.
e New: Does not require offline analysis like NetFlow/sFlow.
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Sketch-based Network Analytics

Sketch data structures

Heavy hitters
Entropy estimation
Unique # of flows
Log statistics

Platforms

Network traffic

System logs

e Lightweight, online sketch data structures to perform various analytical tasks.
e Collect and analyze sketches from different platforms to obtain aggregated results.
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How Simple Sketches work?

Estimate Heavy Hitter Flows (HH)

H,(A) 5 7 9 11
Packet

3 4 10

7 r arrays of
— 11| g 4 counters
w/ key A, .
e.g. Source IP Hy(A) 7 10 | 3 l

’*— d counters per array——|

e High-accuracy, low resource usage with theoretically and empirically proven accuracies.
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UnivMon sketch for estimating various metrics

B e

—

<K Appl H\ App2 :\) <’/ AppN

UnivMon : Control plane
Control 3. Metric ESt’mat"’” « Metric estimation
Plane Manifest computation Routing » Monitoring configuration
VAN
#Sketches, 1. DIS?rIbUte Data Plang
Pimension L NG Manifests * Multi-data collection
emo
v e - Sketch counter updates

> o
N

2. Collect Sketch counters

ILiu et al. SiIGcoMm19) ®  For example, 600KB can estimate a broad range of metrics (e.g., entropy, heavy
[Liu et al. SIGCOMM'16] hitters, histogram) with >98% accuracy, processing over 16 million records.



https://zaoxing.github.io/papers/2019/SIGCOMM19_NitroSketch.pdf
https://zaoxing.github.io/papers/2016/SIGCOMM16_UnivMon.pdf
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CocoSketch: Multidimensional Queries in the Network

Key benefits

1. Support queries on
multiple keys.

2. Without the need to
predefine each key.

e Key: any combination of packet-header fields.
e 5-tuple (SrclP, DstIP, SrcPort, DstPort, Protocol).
e E.g., can we query the SrclPs that are sending a lot of

traffic to many DstIPs? (Potential malicious user)
[Zhang et al., SIGCOMM'21]

22



https://zaoxing.github.io/papers/2021/SIGCOMM21-CocoSketch.pdf
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Failure Detection via Sketch-based Analytics

Sketches

Textual Event Logs ®
f tory
E pa;l
% driv
t ea

Telemetry and local model training

Federated

Learning | Parameter

Detection
Model

e Fast failure detection model training via sketches (e.g., network failures).
e Real-time, sketch-based model inference (using sketches as input).

23
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Al Analytics for
Security
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Al Analytics for Security

Two threat models:
The users of Jupyter notebooks make mistakes, use insecure modules, and
introduce security vulnerabilities that could be exploited by others (e.g.,
through malicious files)
A malicious user might write malicious code in a Jupyter notebook to
compromise the security of the cloud infrastructure (e.g., perform a DoS attack)

Idea: collect telemetry events generated by Jupyter Lab notebooks, use them to
train Al models, and use these models to detect potential attacks or predict and
mitigate them ahead of time
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What does vulnerable/malicious code look like?

Known vulnerable/insecure modules or functions:
e Code injection: eval
e Untrusted data serialization: pickle.load
e Insecure cryptography/network functions

Insecure/vulnerable/malicious code blocks

import os
while 1:
os.fork()
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Predicting and understanding attacks using Al

{ Label (benign/malicious) 1

s

ImpOl’t oS TeI(:metr“y/l:(:}mc)ry
while 1: ::> Execute |::> e  File accesses |::> Al module
. Network
os.fork() P few
import os
- print(“hello”)
Pre-deployment while (1<2): % v
os.fork()
Trained model
Telemetry:
Runtime S ﬁ
Analytics accesses

° Network
° Logs




Al for Cloud Ops

2/16/2022

28

Tiresias - predict upcoming attacks using IPS logs

|ldea: use sequences of attack steps (i.e., IPS logs)
to train a LSTM model

Adversaries Security events

e1, 10, ..., €7, €100, €3

Use this model to predict the likely &
action that an attacker will take next &

Data

8 Collection
’

Goal: develop proactive defenses 5

4,495 possible security events (IDS alerts)
We make the correct prediction 85% of the time

[Shen et al., CCS’18]

Preprocessing
Unit

TIRESIAS



https://seclab.bu.edu/people/gianluca/papers/tiresias-ccs2018.pdf
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How can we apply these ideas to the cloud?

e Leverage the telemetry generated by the execution of code blocks in Jupyter
notebooks to train a model (e.g., LSTM)

e Pre-deployment mode: match code blocks written by the user to previously
observed ones and alert the user if past code was deemed unsafe/insecure

e Runtime analytics: monitor the execution of code blocks and deploy
mitigations (kill process, rate limit, ...) if the model believes that the code is
about to perform malicious actions
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attack2vec - understanding emerging attack trends

Attack

. C. eresees
Most modern attacks are multi-step

S1 € € B en € Bx @5 G €7
|ldea: treat single attack steps as words £ S: ©: G5 © @ @n ©n @ Ox €
in a sentence K S« € Cx € @n Ex 6 time
:—ﬂ—ﬂ—ﬂ—%ﬂ—’]—ﬂ—ﬂ——»
e context '
€i-c €i+c

Train vector embedding models to learn how single steps (e.g., the exploitation of
a CVE) are used as part of more complex attacks

A steep change in the vector embedding for a certain attack step indicates that a
new attack strategy has emerged

[Shen et al.. USENIX Security’19]



https://seclab.bu.edu/people/gianluca/papers/attack2vec-usenix2019.pdf
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How can we apply these ideas to the cloud?

e Match code blocks to previously observed ones
e Analyze the context in which these code blocks are executed, especially

malicious ones
e Situational awareness: warn cloud operators when malicious code blocks are

used in a new way, as a new defense strategy might be needed
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Sec. Tools

Tritium

Project website: https://research.redhat.com/blog/research_project/ai-for-cloud-ops/
Sign up on: https://github.com/operate-first/ai-for-cloud-ops/

33



https://research.redhat.com/blog/research_project/ai-for-cloud-ops/
https://github.com/operate-first/ai-for-cloud-ops/

