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3K'�VWXGHQWV��$QWKRQ\�%\UQH��0HUW�7RVODOL��6DDG�8OODK��/HVOH\�=KRX

5HG�+DWWHUV��0DUFHO�+LOG��6WHYHQ�+XHOV��'DQLHO�5LHN
,%0�5HVHDUFKHU��)DELR�2OLYHLUD
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CRN�=Nb^�6NXN\J^SYX�YO�2VY_M�2YWZ_^SXQ

Ɣ <Y]^�SXXY`J^SYX]�SX�^RN�LVY_M�J\N�WY^S`J^NM�Kc�NŎLSNXLc�JXM�]LJVN

Ɣ 0_^YWJ^SYX�\NM_LN]�^RN�XNNM�OY\�NbZNX]S`N�NbZN\^̐MNZNXMNX^�
WYXS^Y\SXQ�JXM�WJXJQNWNX^�

Ɣ 0\^SŊLSJVVc̐SX^NVVSQNX^�LVY_M�YZN\J^SYX]�J\N�^RN�XNb^�VYQSLJV�]^NZ
ż 2S\L_W`NX^]�^RN�]VYaN]^�JXM�WY]^�NbZNX]S`N�NVNWNX^˲�^RN�R_WJX�YZN\J^Y\
ż ANLYQXSdN]�UXYaX�Z\YKVNW]˳�WJUN]�\N]Y_\LN�WJXJQNWNX^�MNLS]SYX]�^Y�SWZ\Y`N�

ZN\OY\WJXLN�JXM�NŎLSNXLc˳�JXM�WJXc�Y^RN\]
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FRc�08˺�FRc�XYa˺

0DFKLQH�/HDUQLQJ�0RGHOV

&RPSXWHU�6\VWHP�$GPLQLVWUDWLRQ�
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>_\�ES]SYX

Ɣ 2VY_M�LYWZ_^SXQ�RJ]�JV\NJMc�Q\YaX�KNcYXM�aRJ^�WJX_JV�YZN\J^SYX]�
WN^RYM]�LJX�WJXJQN

Ɣ FN̄\N�aY\USXQ�YX�aJc]�^Y�J_^YWJ^SLJVVc�YZ^SWSdN�NŎLSNXLc�JXM�MN^NL^�
ZY^NX^SJV�Z\YKVNW]�SX�LVY_M�JZZVSLJ^SYX]�JXM�SXO\J]^\_L^_\N

Ɣ >_\�aY\U�aSVV�VNJM�^Y�J�RSQRN\�ZN\OY\WJXLN˳�WY\N�\NVSJKVN˳�JXM�]NL_\N�
O_^_\N�OY\�LVY_M�LYWZ_^SXQ

6HH�KRZ�ZH¶UH�UHDOL]LQJ�WKLV�YLVLRQ�DW��KWWSV���UHVHDUFK�UHGKDW�FRP�EORJ�UHVHDUFKBSURMHFW�DL�IRU�FORXG�RSV��
DQG�VLJQ�XS�RQ��KWWSV���JLWKXE�FRP�RSHUDWH�ILUVW�DL�IRU�FORXG�RSV��

https://research.redhat.com/blog/research_project/ai-for-cloud-ops/
https://github.com/operate-first/ai-for-cloud-ops/
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0X�NJ]SVc̐Nb^NX]SKVN˳�JVS`N�O\JWNaY\U�OY\�^RN�LYWW_XS^c
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&RGH�DQDO\VLV�
DQG�6:�
GLVFRYHU\�
EHIRUH�
GHSOR\PHQW
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&RGH�DQDO\VLV�
DQG�6:�
GLVFRYHU\�
EHIRUH�
GHSOR\PHQW
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$,�2SV�
(QJLQH

&RGH�DQDO\VLV�
DQG�6:�
GLVFRYHU\�
EHIRUH�
GHSOR\PHQW
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&URVV�OD\HU�
GDWD�IXVLRQ�
DQG�DQDO\WLFV�
DW�UXQWLPH

6FKHGXOHG
6WDUWHG
6WDUWLQJ
6XFFHVVIXO
8QKHDOWK\
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&URVV�OD\HU�
GDWD�IXVLRQ�
DQG�DQDO\WLFV�
DW�UXQWLPH



���������$,�IRU�&ORXG�2SV ��

0_^YWJ^NM�2VY_M�BYO^aJ\N�3S]LY`N\c

Ɣ 2VY_M�JZZ]�KNLYWN�WY\N�LYWZVNb�Y`N\�^SWN
ż 4`NX^_JVVc˳�WJX_JV�]YO^aJ\N�J_MS^]�KNLYWN�SWZ\JL^SLJV

Ɣ ?\JbS�S]�J�O_VVc̐J_^YWJ^NM˳�WJLRSXN̐VNJ\XSXQ̐KJ]NM�
WN^RYM�YO�MS]LY`N\SXQ�_XaJX^NM�LVY_M�]YO^aJ\N
ż 0LRSN`N]�͋�˛�JLL_\JLc���b�OJ]^N\�^RJX�Z\N ˰̀�WN^RYM

Ɣ 024�MS]LY`N\]�_XaJX^NM�O_XL^SYX]̾VSK\J\SN]�SX�
YZJ[_N�KSXJ\c�LVY_M�]YO^aJ\N�KNOY\N�NbNL_^SYX
ż 3N^NL^]�UXYaX̐`_VXN\JKVN�O_XL^SYX]�aS^R���˛�JLL_\JLc
ż �˰	b�OJ]^N\�^RJX�Z\N ˰̀�WN^RYM�JXM�XY�WYMNV�^\JSXSXQ�\N[̄M ���<ddYQIG�j]�hIgpIgYIhh�h]Njq<gI�E]Zd][I[j�GQhE]pIgs

3UD[L��>%\UQH�HW�DO���7&&¶��@�DQG�*LW+XE�
$&(��>%\UQH�HW�DO��:R6&¶��@�DQG�*LW+XE

https://www.bu.edu/peaclab/files/2020/03/PraxiJournal.pdf
https://github.com/peaclab/praxi
https://www.bu.edu/peaclab/files/2020/12/ACE-WoSC2020.pdf
https://github.com/peaclab/ace
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E085˲�EJ\SJXLN̐M\S`NX�0_^YWJ^NM�8X]^\_WNX^J^SYX�5\JWNaY\U

Ɣ 0�VYQQSXQ�O\JWNaY\U�^RJ^�J_^YWJ^SLJVVc�NXJKVN]�
^RN�VYQ]�XNNMNM�^Y�MSJQXY]N�ZN\OY\WJXLN�
Z\YKVNW]

Ɣ 8X]SQR^˲�\N[_N]^]�aS^R�]SWSVJ\�L\S^SLJV�ZJ^R]�aSVV�
RJ`N�]SWSVJ\�\N]ZYX]N�^SWN]
ż 8O�XY^˳�^RS]�KNRJ`SY\�WJc�\NZ\N]NX^�ZN\OY\WJXLN�

Z\YKVNW]

Ɣ 4XJKVN\˲�MS]^\SK_^NM�^\JLSXQ
ż ?\Y`SMN]�MS]L\SWSXJ^N�LYX^Nb^�XNNMNM�OY\�NňNL^S`N�

MSJQXY]S]

�YYkhjg<jQ][�]N�GQhjgQDkjIG�jg<EQ[O

>7RVODOL�HW�DO���62&&¶��@� ,Q�FROODERUDWLRQ�ZLWK�5DMD�6DPEDVLYDQ�#�7XIWV

https://www.bu.edu/peaclab/files/2022/01/VAIF-socc21.pdf
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E085�JMT_]^]�^\JLSXQ�SX�\N]ZYX]N�^Y�ZN\OY\WJXLN�Z\YKVNW]

Ɣ 0_^YWJ^SLJVVc�NX\SLRN]�^\JLN]�aS^R�
JMMS^SYXJV�^\JLNZYSX^]�^Y�VYLJVSdN�
Z\YKVNW]

Ɣ >XVc�NXJKVN]�
̐
�˛�YO�JVV�ZY]]SKVN�
^\JLNZYSX^]�^Y�VYLJVSdN�Z\YKVNW]�SX�
735B˳�>ZNX]^JLU˳�JXM�
3NJ^RB^J\1NXLR�JZZVSLJ^SYX]
ż ?\YKVNW]�SXLV_MN�]VYa�LYMN�ZJ^R]˳�

\N]Y_\LN�LYX^NX^SYX˳�JXM�Z\YKVNWJ^SL�
^RS\M̐ZJ\^c�LYMN�
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A_X̐CSWN�
=N^aY\U�0XJVc^SL]
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FRc�A_X̐CSWN�=N^aY\U�0XJVc^SL]˺

&ORVHG�ORRS�FRQWURO
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?N\OY\WSXQ�2\Y]]̐;JcN\�=N^aY\U�0XJVc^SL]

Ɣ ,GHD��&URVV�OD\HU��ILQH�JUDLQHG�RQOLQH�DQDO\WLFV�HQJLQH�YLD�
VNHWFKHV�WR�REWDLQ�UHDO�WLPH�YLVLELOLW\�IURP�WKH�QHWZRUN�

Ɣ 1HZ��'RHV�QRW�UHTXLUH�RIIOLQH�DQDO\VLV�OLNH�1HW)ORZ�V)ORZ�

$SSV

Ɣ 7SQR�VJ^NXLc˺
Ɣ ;Ya�^R\Y_QRZ_^˺
Ɣ DXMN\�J^^JLU˺
Ɣ =N^aY\U�OJSV_\N]˺
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BUN^LR̐KJ]NM�=N^aY\U�0XJVc^SL]�

Ɣ /LJKWZHLJKW��RQOLQH�VNHWFK�GDWD�VWUXFWXUHV�WR�SHUIRUP�YDULRXV�DQDO\WLFDO�WDVNV�
Ɣ &ROOHFW�DQG�DQDO\]H�VNHWFKHV�IURP�GLIIHUHQW�SODWIRUPV�WR�REWDLQ�DJJUHJDWHG�UHVXOWV�
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7Ya�BSWZVN�BUN^LRN]�aY\U˺

Ɣ +LJK�DFFXUDF\��ORZ�UHVRXUFH�XVDJH�ZLWK�WKHRUHWLFDOO\�DQG�HPSLULFDOO\�SURYHQ�DFFXUDFLHV�
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DXS`<YX�]UN^LR�OY\�N]^SWJ^SXQ�`J\SY_]�WN^\SL]

>/LX�HW�DO���6,*&200¶��@
>/LX�HW�DO��6,*&200¶��@

Ɣ )RU�H[DPSOH�����.%�FDQ�HVWLPDWH�D�EURDG�UDQJH�RI�PHWULFV��H�J���HQWURS\��KHDY\�
KLWWHUV��KLVWRJUDP��ZLWK�!����DFFXUDF\��SURFHVVLQJ�RYHU����PLOOLRQ�UHFRUGV�

https://zaoxing.github.io/papers/2019/SIGCOMM19_NitroSketch.pdf
https://zaoxing.github.io/papers/2016/SIGCOMM16_UnivMon.pdf
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2YLYBUN^LR˲�<_V^SMSWNX]SYXJV�@_N\SN]�SX�^RN�=N^aY\U

>=KDQJ�HW�DO���6,*&200¶��@

Ɣ .H\��DQ\�FRPELQDWLRQ�RI�SDFNHW�KHDGHU�ILHOGV�
Ɣ ��WXSOH��6UF,3��'VW,3��6UF3RUW��'VW3RUW��3URWRFRO��
Ɣ (�J���FDQ�ZH�TXHU\�WKH�6UF,3V�WKDW�DUH�VHQGLQJ�D�ORW�RI�

WUDIILF�WR�PDQ\�'VW,3V"���3RWHQWLDO�PDOLFLRXV�XVHU�

https://zaoxing.github.io/papers/2021/SIGCOMM21-CocoSketch.pdf
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5JSV_\N�3N^NL^SYX�`SJ�BUN^LR̐KJ]NM�0XJVc^SL]

Ɣ )DVW�IDLOXUH�GHWHFWLRQ�PRGHO�WUDLQLQJ�YLD�VNHWFKHV��H�J���QHWZRUN�IDLOXUHV��
Ɣ 5HDO�WLPH��VNHWFK�EDVHG�PRGHO�LQIHUHQFH��XVLQJ�VNHWFKHV�DV�LQSXW��
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08�0XJVc^SL]�OY\�
BNL_\S^c
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08�0XJVc^SL]�OY\�BNL_\S^c

CaY�^R\NJ^�WYMNV]˲
̐ CRN�_]N\]�YO�9_Zc^N\�XY^NKYYU]�WJUN�WS]^JUN]˳�_]N�SX]NL_\N�WYM_VN]˳�JXM�

SX^\YM_LN�]NL_\S^c�`_VXN\JKSVS^SN]�^RJ^�LY_VM�KN�NbZVYS^NM�Kc�Y^RN\]�˟N˰Q˰˳�
^R\Y_QR�WJVSLSY_]�ŊVN]ˠ

̐ 0�WJVSLSY_]�_]N\�WSQR^�a\S^N�WJVSLSY_]�LYMN�SX�J�9_Zc^N\�XY^NKYYU�^Y�
LYWZ\YWS]N�^RN�]NL_\S^c�YO�^RN�LVY_M�SXO\J]^\_L^_\N�˟N˰Q˰˳�ZN\OY\W�J�3YB�J^^JLUˠ

8MNJ˲�LYVVNL^�^NVNWN^\c�N`NX^]�QNXN\J^NM�Kc�9_Zc^N\�;JK�XY^NKYYU]˳�_]N�^RNW�^Y�
^\JSX�08�WYMNV]˳�JXM�_]N�^RN]N�WYMNV]�^Y�MN^NL^�ZY^NX^SJV�J^^JLU]�Y\�Z\NMSL^��JXM�
WS^SQJ^N�^RNW�JRNJM�YO�^SWN
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FRJ^�MYN]�`_VXN\JKVN̾WJVSLSY_]�LYMN�VYYU�VSUN˺

:XYaX�`_VXN\JKVN̾SX]NL_\N�WYM_VN]�Y\�O_XL^SYX]˲
Ɣ 2YMN�SXTNL^SYX˲�N`JV
Ɣ DX^\_]^NM�MJ^J�]N\SJVSdJ^SYX˲�ZSLUVN˰VYJM
Ɣ 8X]NL_\N�L\cZ^YQ\JZRc̾XN^aY\U�O_XL^SYX]

8X]NL_\N̾`_VXN\JKVN̾WJVSLSY_]�LYMN�KVYLU]

LPSRUW�RV
ZKLOH���

RV�IRUN��
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?\NMSL^SXQ�JXM�_XMN\]^JXMSXQ�J^^JLU]�_]SXQ�08

LPSRUW�RV
SULQW�³KHOOR´�
ZKLOH�������
����RV�IRUN��

([HFXWH
7HOHPHWU\�

Ɣ 0HPRU\
Ɣ )LOH�DFFHVVHV
Ɣ 1HWZRUN
Ɣ /RJV

$,�PRGXOH

/DEHO��EHQLJQ�PDOLFLRXV�

7UDLQHG�PRGHO

LPSRUW�RV
ZKLOH���
����RV�IRUN��

7HOHPHWU\�
Ɣ 0HPRU\
Ɣ )LOH�

DFFHVVHV
Ɣ 1HWZRUN
Ɣ /RJV

3UH�GHSOR\PHQW

5XQWLPH�
$QDO\WLFV
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CS\N]SJ]�̐�Z\NMSL^�_ZLYWSXQ�J^^JLU]�_]SXQ�8?B�VYQ]
8MNJ˲�_]N�]N[_NXLN]�YO�J^^JLU�]^NZ]�˟S˰N˰˳�8?B�VYQ]ˠ�
^Y�^\JSX�J�;BC<�WYMNV

D]N�^RS]�WYMNV�^Y�Z\NMSL^�^RN�VSUNVc
JL^SYX�^RJ^�JX�J^^JLUN\�aSVV�^JUN�XNb^

6YJV˲�MN`NVYZ�Z\YJL^S`N�MNONX]N]

�˳����ZY]]SKVN�]NL_\S^c�N`NX^]�˟83B�JVN\^]ˠ
FN�WJUN�^RN�LY\\NL^�Z\NMSL^SYX���˛�YO�^RN�^SWN

>6KHQ�HW�DO���&&6¶��@

https://seclab.bu.edu/people/gianluca/papers/tiresias-ccs2018.pdf
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7Ya�LJX�aN�JZZVc�^RN]N�SMNJ]�^Y�^RN�LVY_M˺

Ɣ ;N`N\JQN�^RN�^NVNWN^\c�QNXN\J^NM�Kc�^RN�NbNL_^SYX�YO�LYMN�KVYLU]�SX�9_Zc^N\�
XY^NKYYU]�^Y�^\JSX�J�WYMNV�˟N˰Q˰˳�;BC<ˠ�

Ɣ ?\N̐MNZVYcWNX^�WYMN˲�WJ^LR�LYMN�KVYLU]�a\S^^NX�Kc�^RN�_]N\�^Y�Z\N`SY_]Vc�
YK]N\`NM�YXN]�JXM�JVN\^�^RN�_]N\�SO�ZJ]^�LYMN�aJ]�MNNWNM�_X]JON̾SX]NL_\N

Ɣ A_X^SWN�JXJVc^SL]˲�WYXS^Y\�^RN�NbNL_^SYX�YO�LYMN�KVYLU]�JXM�MNZVYc�
WS^SQJ^SYX]�˟USVV�Z\YLN]]˳�\J^N�VSWS^˳�˱ˠ�SO�^RN�WYMNV�KNVSN`N]�^RJ^�^RN�LYMN�S]�
JKY_^�^Y�ZN\OY\W�WJVSLSY_]�JL^SYX]
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J^^JLU	`NL�̐�_XMN\]^JXMSXQ�NWN\QSXQ�J^^JLU�^\NXM]

<Y]^�WYMN\X�J^^JLU]�J\N�W_V^S̐]^NZ

8MNJ˲�^\NJ^�]SXQVN�J^^JLU�]^NZ]�J]�aY\M]�
SX�J�]NX^NXLN

C\JSX�`NL^Y\�NWKNMMSXQ�WYMNV]�^Y�VNJ\X�RYa�]SXQVN�]^NZ]�˟N˰Q˰˳�^RN�NbZVYS^J^SYX�YO�
J�2E4ˠ�J\N�_]NM�J]�ZJ\^�YO�WY\N�LYWZVNb�J^^JLU]

0�]^NNZ�LRJXQN�SX�^RN�`NL^Y\�NWKNMMSXQ�OY\�J�LN\^JSX�J^^JLU�]^NZ�SXMSLJ^N]�^RJ^�J�
XNa�J^^JLU�]^\J^NQc�RJ]�NWN\QNM

>6KHQ�HW�DO���86(1,;�6HFXULW\¶��@

https://seclab.bu.edu/people/gianluca/papers/attack2vec-usenix2019.pdf
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7Ya�LJX�aN�JZZVc�^RN]N�SMNJ]�^Y�^RN�LVY_M˺

Ɣ <J^LR�LYMN�KVYLU]�^Y�Z\N`SY_]Vc�YK]N\`NM�YXN]
Ɣ 0XJVcdN�^RN�LYX^Nb^�SX�aRSLR�^RN]N�LYMN�KVYLU]�J\N�NbNL_^NM˳�N]ZNLSJVVc�

WJVSLSY_]�YXN]
Ɣ BS^_J^SYXJV�JaJ\NXN]]˲�aJ\X�LVY_M�YZN\J^Y\]�aRNX�WJVSLSY_]�LYMN�KVYLU]�J\N�

_]NM�SX�J�XNa�aJc˳�J]�J�XNa�MNONX]N�]^\J^NQc�WSQR^�KN�XNNMNM
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3URMHFW�ZHEVLWH��KWWSV���UHVHDUFK�UHGKDW�FRP�EORJ�UHVHDUFKBSURMHFW�DL�IRU�FORXG�RSV��
6LJQ�XS�RQ��KWWSV���JLWKXE�FRP�RSHUDWH�ILUVW�DL�IRU�FORXG�RSV��

https://research.redhat.com/blog/research_project/ai-for-cloud-ops/
https://github.com/operate-first/ai-for-cloud-ops/

