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Part 1: Provenance Analysis

Telling the Story of Composite Images




The Problem

Cnet
Spy reportedly used Al-generated photo
to connect with targets on LinkedIn

A fake account had links to politically connected figures in Washington, the
Associated Press reports.
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The Problem
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Provenance Analysis

What's

What

IS Provenance do we
Analysis”? do it?

Moreira et al. “Image Provenance Analysis at Scale” IEEE T-IP 2018
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Provenance Analysis

What’s

do we
do it?




Datasets

https://www.nist.gov/publications/
nimble-challenge-2017-evaluation-data-and-tool
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Datasets

Reddit https://github.com/CVRL/
Photoshop Battles Reddit_Provenance_Datasets

Jarth Vader Playing Bagpipe On

Unicycle With Fire

Shashakeitup n D

et od
Pwnagelad .
Should be the hallway scene
Shashakeitup nm
LaerPoweredDeviltry
Thats terrifying
Owny McOwnerton
Red=Scary
Artuniting m o
s patulababy \
it's unfortunate how burned this one is
snugglypatch

— I'm gonna finish what he started. ..




Datasets

Scientific Integrity https://github.com/danielmoreira/sciin
Dataset t/tree/dataset




Scientific Integrity

Dataset

Datasets

t/tree/dataset

https://github.com/danielmoreira/sciin
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Part 2: Provenance Analysis
Algorithms

The Implementation




Two-lask Approach

Input Solution Output




Two-lask Approach

Solution Output

questioned image

image database
~— (e.g., Internet)




Two-lask Approach

Solution Output

1. Image Retrieval

questioned image

image database
~— (e.g., Internet)




Two-lask Approach

Solution Output

1. Image Retrieval

image database
(e.g., Internet)




Two-lask Approach

Solution

1. Image Retrieval

image database
(e.g., Internet)




Image Retrieval

Offline
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Pinto et al. "Provenance Filtering for Multimedia Phylogeny” IEEE ICIP 2017
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Image Retrieval

Offline
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Image Retrieval
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Image Retrieval

Rank Example
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Image Retrieval

Rank Example

https://arxiv.org/pdf/1706.00447.pdf




Provenance Image Retrieval

" Offline
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Provenance Image Retrieval

Offline

Collection
C

Matching and alignment of keypoints

lnd?xlng (homography), and content subtraction.
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Context Incorporation

https://ieeexplore.ieee.org/document/7305756
De Oliveira et al. “Multiple Parenting Phylogeny Relationships in Digital Images™ IEEE T-IFS 2015
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Context Incorporation

https://ieeexplore.ieee.org/document/7305756

34




Context Incorporation

https://ieeexplore.ieee.org/document/7305756




Provenance Image Retrieval

Rank Improvement

https://arxiv.org/pdf/1706.00447.pdf
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Brogan et al. "Fast Local Spatial Verification for Feature-Agnostic Large-Scale Image Retrieval” IEEE T-1P 2021
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Two-lask Approach

Solution

1. Image Retrieval

image database
(e.g., Internet)




Graph Construction

For every image pair...

/ matches
query
iImage 1
-
no matches image 2

image k

Symmetric Adjacency Matrix

Rationale: shared content is proportional to the
number of matched keypoints.




Graph Construction

query

image 1

5

image 2 8

—.

Kruskal’s algorithm
to find maximum
- . spanning tree.

imagek 0 | 1 0

Symmetric Adjacency Matrix

Rationale: shared content is proportional to the
number of matched keypoints.




Provenance Analysis

What’s




Best Results

0.85 DARPA MediFor
0.80 NIST MFC18

0.54

v

0.27

Node Node Edge Graph
Recall Overlap Overlap Overlap




Video Provenance Analysis

ROBIN HOOD SNOW WHITE

https://www.youtube.com/watch?v=vd09WdOgOe
g



http://www.youtube.com/watch?v=vd09WdOgOeg&t=13

Video Provenance Analysis

a e | https://twitter.com/mattfreemanlISD/
status/1466142469914075144

Off the top of my head, | feel @grantgiszewski,

@jessica smetana and @verypiratey should have been hired

by LSU to produce this Brian Kelly video.
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The epitome of a winner,

The next championsihip head coach at LSU

3:29 PM « Dec 1, 2021 - Twitter for iPhone

182 Retweets 106 Quote Tweets 1,106 Likes




Viral Content Clustering

Remix Meme: Remix Meme:
Widodo Portrait
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2019 Indonesian Elections
(social media memes)
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Viral Content Clustering

Bill Theisen

| " | .- . U kl‘aine . Ji J
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Russo-Ukrainian War
(Telegram posts since 2016)




And the largest challenge...




Summary

vy
We highlighted the We introduced the We discussed We issued a
inherent difficulty of new image analysis emerging algorithms challenge to solve
interpreting visual problem of for Provenance the open problems.

disinformation. Provenance Analysis. Analysis Join us!




Source

Publications, source codes, github links, etc.

Please refer to:

Moreira et al. :
Image Provenance Analysis jJ Mu|t|med|a
2022 Springer Book Chapter (open access) F

orensics

Table 15.8

https://link.springer.com/chapter/
10.1007/978-981-16-7621-5_15

Collaboration upstream project: https://github.com/eldritchjs/pyifd




