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Security is top of mind. 

From vulnerabilities and breaches to post-quantum and AI, 
security is being discussed, especially as it relates to open source.
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Source: Fortinet, A Brief History of The Evolution of Malware
https://www.fortinet.com/blog/threat-research/evolution-of-malware

Reveton is the first in a long list 
of ransomware campaigns that 
continue to persist

Devastating Shadowbrokers 
leak and subsequent 

WannaCry,  Petya/NotPetya 
attacks

High-profile attacks

The I LOVE YOU worm, Blaster, 
MyDoom

The beginning of nation-state 
attacks on Industrial Control 

Devices

Stuxnet
Phishing attacks on AOL 

(AOHell).  First botnet (GTbot) 
discovered capable of DDoS 

attacks
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Evolution of Cybercrime

First viruses

1980s

1990s

First phishing attacks

First worms

2000-2003

2010

Modern day Ransomware

2011

2017

First Mac and PC viruses, the 
Morris worm, AIDS Trojan 
ransomware spread via floppy 
disk
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0
KNOWN VULNERABILITIES



Effects of Vulnerabilities in Evaluated Products
https://www.niap-ccevs.org/static_html/policies/policy-ltr-17-update2.pdf

Common Criteria
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All known vulnerabilities at certification



FedRAMP Security Controls Baseline
https://www.fedramp.gov/documents-templates/

Not only Common Criteria
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All known vulnerabilities



290656494

Vulnerabilities continue to increase

Source: CVE Details
https://www.cvedetails.com/

First year of CVE

1999

2005

452% increase over 6 years

Steady state

2010

2015

40% increase over 5 years

125% increase over 2 years!

2017

2023

50% increase over 6 years

894

4932

4639 14643
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Exploitation continues to increase
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14141

Source: CISA Known Exploited Vulnerabilities Catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

1999

2005

2010

2015

2017

2023

0

1

19 82



29065 / 141
0.49% exploitation

6494 / 41
0.63% exploitation

Vulnerabilities vs Exploitation

Source: CVE Details
https://www.cvedetails.com/

First year of CVE

1999

2005

452% increase over 6 years

Steady state

2010

2015

40% increase over 5 years

125% increase over 2 years!

2017

2023

50% increase over 6 years

894 / 0
0% exploitation

4932 / 1
0.02% exploitation

4639 / 19
0.41% exploitation

14643 / 82
0.56% exploitation
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CISA BOD 22-01: Reducing the Significant Risk of Known Exploited Vulnerabilities
https://www.cisa.gov/news-events/directives/bod-22-01-reducing-significant-risk-known-exploited-vulnerabilities

Not only Common Criteria

Vulnerability Management and Compliance

Only Critical, Important and 
exploited vulnerabilities



Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on horizontal cybersecurity requirements for products with digital elements and amending Regulation (EU) 2019/1020
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0454

Not only Common Criteria
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Notification of actively 
exploited vulnerabilities (and 

patch)
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Severity impact and CVSS

CRITICAL

● A remote unauthenticated user can execute arbitrary code
● Does not require user interaction
● i.e. Worms

IMPORTANT

● Allows local users to gain privileges
● Unauthenticated remote users can view resources
● Authenticated remote users can execute arbitrary code

MODERATE

● Vulnerabilities are more difficult to exploit
● Are exploitable via an unlikely configuration

LOW

● Unlikely circumstances required to exploit
● Impact is of minimal consequence

Source: FIRST CVSS v4.0 user guide
https://www.first.org/cvss/v4.0/user-guide
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Critical
12 discovered

1 known exploited

Risk by the numbers

Important
336 discovered

15 known exploited

Moderate
1,047 discovered

3 known exploited

Low
275 discovered

1 known exploited

All
1,670* discovered

20 known exploited

8.3% 4.5% 0.3% 0.4% 1.2%

Source:Red Hat Product Security risk report 2023
https://www.redhat.com/en/resources/product-security-risk-report-2023
* 1670 vulnerabilities in 2023 for the entire Red Hat portfolio of products
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0
“KNOWN” VULNERABILITIES



Critical
100 reported

2 reported exploited

Important
890 reported

22 reported exploited

Risk by the numbers

Moderate
32 reported

3 reported exploited

Low
16 reported

0 reported exploited

All
1,281 total reported

1,038 with ratings

27 known exploited

2% 2.5% 9.4% 0% 2.6%

Source: Unnamed major proprietary vendor that actually publishes really good security information on publicly known vulnerabilities

Evolution of risk acceptance in open source softwareVulnerability Management and Compliance



Remote unauthenticated arbitrary code execution
User interaction not required

(Worms)

Allows local users to elevate privileges
Unauthenticated remote users can view resources

Authenticated remote arbitrary code execution

Vulnerabilities are more difficult to exploit
Are exploitable via an unlikely configuration

Unlikely circumstances required to exploit
Impact is of minimal consequence

Vendor A Vendor B

CRITICAL CRITICAL

LOW LOW

Vulnerability Management and Compliance



Vulnerability Management and Compliance

 Severity Weights

.7% Critical

20.1% Important

62.7% Moderate

16.5% Low

Red Hat
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Severity Weights

.7% Critical

20.1% Important

62.7% Moderate

16.5% Low

Red Hat

9.6% Critical

85.7% Important

3% Moderate

1.5% Low

Proprietary Vendor



$1.6M per 
customer*
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$1,047,000
Fix all Moderate
(3 exploited, 
$349,000 each)

$247,000
Fix all Low
(1 exploited, 
$247,000 each 🔥)

$12,000
Fix all Critical
(1 exploited, 
$12,000 each)

$1,294,000
Fix all not risky
(4 exploited, 
$323,500 each)

Cost to avoid (2023)

$348,000
Fix all risky
(16 exploited, 
$21,750 each)

$336,000
Fix all Important
(15 exploited, 
$22,400 each)

* Using the assumption that every vulnerability costs a customer $1000 to fix (test and deploy).
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More than just money…

Vulnerability 
identified in 
upstream 
communities

Product Security 
analyzes impact to 
products Engineering 

backports a patch to 
correct the security 
issue

QE validates 
packages 
containing the 
security fix

Packages are made 
available through 
secured channels to 
customers

Customers 
consume fixes 
throughout the 
lifecycle of the 
product

Critical / Important 

Not all security issues 
pose real risk and not 
all get fixed

Low       
Moderate

.. yet we always listen to 
customers and engage in 
dialogue if a vulnerability 
we aren’t fixing is 
meaningful to them, may 
result in additional fixes

Major Incident
Expedited Workflow 
and coordination

Bulletins and 
Insights

Known exploits elevate 
the importance and 

urgency of vulnerabilities 
in existing workflows
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More than just money…
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Tangible 
security

A little bit of controversy?

Compliance
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Common Vulnerability Scoring System

Source: FIRST CVSS v4.0 user guide
https://www.first.org/cvss/v4.0/user-guide
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CVE-2024-39331 - emacs

A flaw was found in Emacs. Arbitrary shell commands can be executed without 
prompting when an Org mode file is opened or when the Org mode is enabled, when 
Emacs is used as an email client, this issue can be triggered when previewing 
email attachments.
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CVE-2024-39331 - emacs

A flaw was found in Emacs. Arbitrary shell commands can be executed without 
prompting when an Org mode file is opened or when the Org mode is enabled, when 
Emacs is used as an email client, this issue can be triggered when previewing 
email attachments.
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Reciprocity and cooperation



Vulnerability Management and Compliance

Reciprocity and cooperation

→

https://en.wikipedia.org/wiki/%E2%86%92_(disambiguation)
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Reciprocity and cooperation

Qatar
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Reciprocity and cooperation

Qatar
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Tangible 
security

And even more of controversy?

Amount of 
certifications 
and standards
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Invite: For good evaluation, we need data

Red Hat booth
Monday–Tuesday, exhibition space

Enhancing Transparency: Insights
From the CC Certification Ecosystem
Vashek Matyas, Monday 15:00 (L12b)



35

Thank you!


